FKI

Action For Refugees In Lewisham

Privacy and GDPR Notice
Date last reviewed August 2025 Date for review: August 2026

Introduction

This notice sets out what Action For Refugees in Lewisham (AFRIL) does with the personal

data we hold on those with whom we are in contact.

This document is subject to review and update on a regular basis as new information,
guidance and procedures come to light. This is to ensure that AFRIL is fully compliant with
the General Data Protection Regulations (GDPR) 2016 and the Data Protection Act 2018
which incorporates the GDPR into UK law. You will be notified of any revised version of this

privacy notice, and it will be posted on our website.

If you have any questions, or require further advice about the content of this notice, please

contact info@afril.org.uk

How we get the personal information and why we have it

Most of the personal information we process is provided to us directly by you for one of the
following reasons:

e You signed up to receive our emails

e You applied for a staff or volunteer opportunity with us

e You engage with us in a professional or commercial or other work capacity

e You made a donation to us, either by post, bank transfer, online (either directly or by
using a third-party donation platform such as CAF or Just Giving).

e You contacted us via phone or email and signed up to support our work by
fundraising for us.

e You reached out to us for any other reason.

e Case assessments when you approach us for services, case management.

We also receive personal information indirectly, from the following sources in the following
scenarios:

We compile reports of all donations received through these different mechanisms. If

you choose to donate anonymously, we will not have any of your personal details.
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We will only know the date and amount of your donation. If you have donated

through our website or another website, we may receive a personal identity number
which would enable the other company to answer any particular questions about your
gift.

We collect personal data to allow us to process:

e donations.

information about fundraising events people are running or taking part in for us.

e job and volunteer applications.

e requests for and the delivery of our services.

e information about our service users to get a better understanding of their
experiences. This involves compiling statistics, undertaking research and
communicating our work publicly using anonymous information from service users.
We will never share anything that identifies any individual person without their

permission.
We collect personal data so that we can contact:

e people who have opted-in to hear from us by email, post, phone or SMS
(consent-based contact).

e people who have donated to us and should receive confirmation of their donation

e people who we are working with in our services (legitimate interest-based contact).

e people who have applied for job or volunteer positions with us (consent and
legitimate interest-based contact).

e people who have told us they are fundraising for us, for example by running a
marathon or holding a bake sale (consent and legitimate interest or contract-based

contact).
e Clients who have accessed or currently access our services.
Statistical data
We collect statistical information about how our website, social media and email updates are
being used. This information helps us improve the services and information we offer you, by

providing us with insights into what content, activities and communications styles are most
popular or relevant to our supporters.

Survey and feedback data



We sometimes ask people to complete surveys to find out more about their opinions on the
work we’re doing or issues related to our work. This includes feedback about services and
training that we have provided.

We collect this data to understand and improve the services we provide and for use in
evaluation of different areas of work as well as the design and planning for future work.

We may share this information with IT service providers who process our computer data for
us (for example cloud storage) — these processors keep all data securely and cannot access
it for their own use;

We will never sell your data, and we will never share it with other organisations for the
purposes of their own marketing. We are not involved in any data swapping schemes.

Data storage

All personal data is stored in accordance with our Confidentiality Policy. Staff and volunteers

are required to follow our Confidentiality Policy at all times when processing personal data.

Client data is stored on our CRM system, AdvicePro and/or on our Google Shared Drive.
Personal data from those who are not clients (e.g. supporters, volunteers, staff members) is

stored on our Google Shared Drive.

Passwords are required for access to both AdvicePro and the Shared Drive. Sharing
permissions on the Shared Drive are used to ensure that only staff or volunteers who require

access to the data to carry out their role are able to access it.

Key Terms

The GDPR refers to key terms such as ‘personal data’, ‘a controller’, ‘a processor’ and ‘legal
grounds for processing of personal data’.

Personal data means any information that can be used to directly or indirectly identify you.
A controller determines the purposes and means of processing personal data.
A processor is responsible for processing personal data on behalf of a controller.

AFRIL, under the GDPR, will be considered both a controller and processor of personal
data.

Legal grounds for processing of personal data refers to having a lawful basis to process
personal data.

For advice on retention periods, please contact info@afril.org.uk
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General Data Protection Principles

The GDPR places an obligation on AFRIL to act responsibly in holding personal data. AFRIL

is committed to these principles which are :

e Lawfulness, fairness and transparency
e Purpose limitation

e Data minimisation

e Accuracy

e Storage limitation

e Confidentiality (security)

e Accountability

This notice sets out the lawful basis that AFRIL will rely on.

Lawful bases for processing personal data

AFRIL will rely on four separate lawful bases for processing personal data.

These are contract, legal obligation, legitimate interests and consent.

Contract: if we have a contract with you, then there will be a lawful basis for processing your
personal data. Please note that if you are an employee, we are legally obliged to keep most
of your personal data on file for six years following the end of your employment. The

following data processing activities are covered by legal obligation and contract:

Recruitment information
Payroll information

DBS information

W~

Sickness and Health information

For unsuccessful job applicants, we will keep your recruitment data, for example application

form and interview notes, on file for six months after the recruitment decision is made.

For staff and volunteers, AFRIL will keep a record of ID documents used for DBS checks for
a minimum of 2 years from the date of the completion of the DBS check, in line with

government guidance from 22 April 2025.
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Legal obligation: in some instances AFRIL will be required to process and retain personal
data if there is a legal requirement to do so. For example some records that HRMC may

require will likely be retained for up to six years.

Legitimate interests: this covers all those areas of data processing that are necessary for
the purpose of meeting AFRIL legitimate interests; an example of a legitimate interest would
be where AFRIL may process personal data as part of a fraud protection scheme or direct
mail from AFRIL to existing stakeholders about upcoming events. AFRIL will have to show
that there is a legitimate interest, that the processing is necessary to achieve the legitimate

interest and to balance this against your interests, rights and freedoms.

Consent: this covers all those other data processing activities which are not covered by any

of the above and which would therefore require the data subject’s express consent.
Sources

Some of the personal information we process is provided to us directly by you because you
made a donation to us through Charities Aid Foundation (CAF), Just Giving, Paypal, or
Benevity. CAF’s privacy policy is available here. Just Giving’s privacy policy is available

here. Paypal’s privacy policy is available here. Benevity’s privacy policy is available here.

Data Subject Rights

Under the GDPR, the data subject will have new rights. These rights will be balanced

against the lawful bases AFRIL will be relying on to hold, retain and process your data.

The right to be informed
The right of access
The right to rectification

The right to erasure

The right to data portability

1
2
3
4
5. The right to restrict processing
6
7. The right to object

8

Rights in relation to automated decision making and profiling.

Please see the link:
https://ico.org.uk/for-organisations/quide-to-the-general-data-protection-requlation-gdpr/indivi

dual-rights/)

If you would like to exercise any of these rights, please contact info@afril.org.uk
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The GDPR also provides the data subject with a right to receive a copy of the
data/information that AFRIL holds on them or to authorise someone to act on their behalf.

You have the right to also know the following:

e \What personal data is being processed,
e The purpose for which the personal data is being processed

e Who, if anyone, the personal data is disclosed to.

To do so you will need to complete AFRIL’s subject data request form and provide proof of
your identity. Your request will be processed within 30 calendar days upon receipt of a fully
completed form and proof of identity. AFRIL will not charge for a subject access request, but
may charge a ‘reasonable’ fee if the request is ‘manifestly excessive or unfounded,
particularly if it is ‘repetitive.” The fee will be on the basis of the administrative costs involved

in retrieving the information.

Data Breaches

AFRIL, under the GDPR, has a duty to report any data breaches to the Information
Commissioner’s Office within 72 hours and we have an obligation to inform those affected by
the breach. Under GDPR any failure to report a breach by AFRIL can result in a fine of up to

20 million euros or 4 percent of global turnover.
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